.
—

— g» Howtocreate user roles?

Solution

1. To create a new user role, go to Maintenance > User Roles.

QNE Business Solutions.

w  Tools Inqu I Maintenance I

- iy o " "
L & @ B & 3 0 o B=% & 2 o
User Roles L ers My Details Projects Cost Centres Finandal Valid Posting Default Interface Currencies Terms Areas System Running User Default Posting
Period Periods Accounts ‘Options Numbers Form Format Account Groups
weault Maintenance

Navigation

Dashboard

i Overview
AN E. = B
Y B W

¢ Dashboard
SOFTWRARE

& General Ledger

& Customer

# Supplier

* Sales

% Purchases

# Stocks

# GST/SST

& Default

2. The system will lead you to Security System Role screen. You can see a list of
system predefined roles.

Click New to create a new user role.

Note: You can clone from the existing roles and edit accordingly.

Edit Wiew Tools Inquiry Maintenance

[ 8 =2 8 8 © 0 O
| - 1 L .
Text to search yel
Mew Save Save and  Reset View View Variants Add/Remove Audit Previous Mext Record Closg
hd Close Settings v in Favorites  Trail Record
Records Creation Save View Records Navigation Full Text Search Close
Navigation [1 # x '@ Security Systen x
pefault 2 Security System Role
Creditor Refund Base Draqg a column header here to group by that column
Debtor Refund Base Name A | Dascription
KIv/Draft T 0
& My Details »  Administrator System predefined role with Full access
. Default System predefined role with minimum required permissions
& Security System User
Manager Manager
= S ity System Rol
\S] Elel/e el Purchase Purchase Department
[ User Default Form Formats Sales Sales Department
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3. Update the roles under "Name” column.

To give you some idea, you can set "Name” based on specific department or
assigned job role / position / individual, or any other naming conveniences that
you prefer to be used in the system for particular user purpose.

4. For Description column, you may write specifically about this roles / department
/ the user’s name (If your company has many different accesses right for
everyone you can create by user name as well).

Besides, you can update as remarks or summary of the user role which may
include authorities or access rights provided to certain functions, modules,
features, settings etc.

& Security System Role
Name* Purchase Supervisor

Adrministrative

Change New Password Every 1 Day|

Description

Import from System - Tmport
Pre-Defined Roles -

) Permissions &Users ) Roles
8] Data Operations | i Other Operations | st Dashboard | (@) Transactions | ([ Reports | (3} Current Permissions

Q- ) View Variants = QY -~ w

Business Object: = Mavigate Read Create Write

b Access Rights
Account Inquiry
Account Type
Accounts

5. For “Administrative” checkbox, which means this user is administrator allow to
access all transactions, reporting and even the user access right.
Untick this option if the user roles are not administrator

For the option "Change New Password Every [ ], kindly refer below KB for further
explanation

https://support.gne.com.my/support/solutions/articles/81000410403-how-to-change-password-
after-x-days-

Name™* Purchase Supervisor Administrative:
Change New Password Every 1 Da
Purchase Module & Reporting
0 &P
Description - ol view Seling prie
Import from System v Import
Pre-Defined Roles -
B permissions | B Users | &) Roles
§| Data Operations | Other Operations | allp Dashboard | [ Transactions | ([ Reports | /) Current Permissions
Q-0 - =) View Variants ~ QY ML : R}
Business Object - Navigate Read Create Write Delste review rink
T o u . [l [l [ u u
b Access Rights
Account Inquiry
Account Type
Accounts
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6. For “Business Object” column, it displays all business objects available in the
system. You may use the filtering function T to filter by module.

The sample below filter by Sales module.
You will able to see the business object from Sales Module,
example Delivery Order, Cash Sales, etc.

Sales

@ Quotations

@ Sales Orders
& Delivery Orders
$| Sales Invoices
$ Cash Sales

Y Sales Debit Notes

Y Sales Credit Notes

Wy Picking List

28] Dashboard

di General Ledger
& Customer

& Supplier

¢¢ Sales

¥ Purchases

¥ Stocks

sl Default

4 Mark Sales Documents C..)

& Security System Role
Name* Purchase Supervisor Adrinistr ative
Change New Password Every
- Supplier & Purchase Module & Reporting

- Approve PR &P
Description - Not allow view Selling prie

Import from System - Impart
P

re-Defined Roles . .
Filtering

L) & Users | ) Roles

| Data Operations | % Other Operations | stl Dashboard | () Transactions | | Reports | () Current Permissions

B View\ariants~ | @ |D |7 soes = P

- Navigate Read Create rite Delete review ik

T | e 0 . 0 0 0 O 0
» \\Batch Transfer Sales Documents

Cgsh Sales

GLTransaction

Dg}

If you filter by Purchase module, system displays all business object from Purchase
Module. Example Goods Receied Notes, Cash Purchase, Purchase Invoice and so on.

Purchases

@ Purchase Requistions
# Purchase Orders

& Goods Recelved Notes
8| Purchase Invoices

# Cash Purchases

¥ Purchase Debit hotes
2 Purchase Returns

4 Purchase Cost Priority

|2 Dashboard

db General Ledger
& customer

@ Supplier

(% Sales

#f Purchases

¥ stocks

% Mark Purchases Docure

& Security System Role

Name* Purchase Supetvisor Administrative

Change New Password Every

Purchase Module & Reporting
- i PRE&P
view Seling prie

Description

Import from System . Import
Pre-Defined Roles .
& Permissions | G Users | 2 Roles Filterina
§| Data Operations | I Other Operations | sl Dashboard | () Transactions | LgyReports | (3 Current Permissions
Q-0 ) viewVariants @ () | Y Purchase R =AY
Business Object - Mavigate Read Create Write Delete Teviey rint
T 0 . 0 0 0 0 0

Cash Purchase Details
Cash Purchase Multi-Payment
(ach Burchaces

Goods Received Note Details

Goods Received Notes

Outstanding Good R

Qutstanding Purchas

QNE

You will notice that from the navigation, system displays “Goods Received
Notes” however in user roles system display "Goods Received Notes” and
"Goods Received Notes Details”. Same goes to Sales Invoice & Sales
Invoice Details and other transaction screens.

If you allow or not allow user to access Goods Received Notes, please

ticked or untick both tables. ("Goods Received Notes” and "Goods Received
Notes Details”)
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7. Define the access of this roles by ticked or unticked the function of “"Navigate,
Read, Create, Preview and Print”.

[£8] Dashboard

&l General Ledger
& customer

& Supplier

% Sales

#F Purchases

¥ Stocks

2 Security System Role

Name™* Purchase Supervisor

Import from System
Pre-Defined R

Import

B Users | ) Roles

Administrative

Change New Password Every

Delete

Below is the explanation of functions
Function ‘ Explanation Result if untick the option

Navigate | Access right for the user to navigate or view | If Sales Order is unticked, user
to object will not see Sales Order in after
login
REFER PICTURE A
Read Access right for the user to view or read the User will see the content with the
content of the existing record wording “Protected Content”
REFER PICTURE B
Create Access right for creating new record or data User cannot see the object to
into the system create the transaction
REFER PICTURE C
Write Access right for editing the record System will deem (locked) after
the record is saved
REFER PICTURE D
Delete Access right for deleting the record User will not see “Delete” button
REFER PICTURE D
Preview Access right for preview the report User will not see “Preview”
button
REFER PICTURE E
Print Access right for allows user to print report User will not see “Print” button
REFER PICTURE E
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PICTURE A [UNTICK NAVIGATE]

If the user access right cannot Navigate the Sale Order,

I Permissions | G Users | (3 Roles

8] Data Operations | & Other Operations | sl Dashboard | ) Transactions | [ Reports | () Current Permissions

9 - @ - @ @O |7 saes -lila - e

Business Object - Read

[ View Variants ~

Navigate Delete Preview Print

DMAp

Sales Invoice Appravals
Sales Invoice Details
Sales Invoices

Sales Order Approvals
Sales Order Details

Sales Orders

Sales Register Item

User will not see “Sales Order” after login to the system

Tools

Inquiry

Maintenance

@O0 N"™ = 0]A

Navigation Reports

Basic Default Window Panels  Font
v v ~ v List ~ v
Navigation Appearance windows Actions
Navigation 2 X
Sales

»% Quotations

ﬁ Delivery Orders
S| Sales Invoices
3 Cash Sales

Y Sales Debit Notes

¥ Sales Credit Notes
AENED. =S = E——
— -~ — I C— — I c—
S SE=E ===
UV B U
8 arbond SOFTWMARE

dib General Ledger
& customer

&8 Supplier

{% Sales

¥ Stocks

PICTURE B [UNTICK READ]

If the user access right cannot read the Sales Order,

8| Data Operations | i Other Operations | st Dashboard | @ Transactions | [ Reports | (3 Current Permissions

Q- - B View\Variants @ @ | Y Sakes 7| | L ———
Business Object - Navigate Read Create wirite Delete Preview Print
T 0 0 = - a 0 0 0 E
Orders ¥, v, . v
»  Sales Order Details v " ; ;

Sales Order Approvals

User still able to access Sales

Order however the columns stated “Protected
Content”

Navigation « %* - Sales Orders
Sales

s @ Sales Orders
# Sales Orders

Details | Customer | DO Address | Others | Notes | (‘) Files | Info | JomPay

Customer Protected Content

To Protected Content
Delivery Term Protected Content
Protected Content

Protected Content

Term

Location

Protected Content

Taxable Protected Content

Currency
Attention
Agent
Require Date
Project

Protected Content

Protected Content
Protected Content
Protected Content
Protected Content
Protected Content

Rounding Adj Protected Content

Rate Protected Content
Doc Date Protected Content
S, Order No.  Protected Content

Reference No. Protected Content

Protected Content Protected Content

Due Amount Protected Content
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PICTURE C [UNTICK CREATE]

If the user access right cannot Create a Sales Invoice,

Business Obije ~ Navigate Read Creal Write Delete Preview Print

wc 0 0 0 0 0 0 0
Sales DNApprovals

Sales Invoice Approvals

Sales Invoice Details v v

Sales Invoices v v

Sales Order Aporoval

User still able to see the "New” button however system will not show “Sales
invoice” in the drop down, means user still cannot create Sales Invoice

Edit Task Info View Tools Inquiry Maintenance
=] = ) = ¢
[ | b @@ & 2 DBEw o QO % a
New | Transfer | Partial Save Saveand Save and New  Res W Wiew Yariants  Online  Print Previous Next Record Search Close
v Transfer Close < v Help Barcode  Record

2 Agents Save View Recaords Navigation Close
% Cash Sales Sales Invoic

Creditor Ri fund Base J Sa'es Invoices
s Customer Categories
¥ Customer Credit Notes ils | Customer | DO Address | Others | Notes | Files | Info | JomPay
¥ Customer Debit Notes tomer* | |~ Currency MYR

Customer Refund Attention
& customers ivery Term Agent

Debtor Refund Base m* C.0.D. Our DO No
@ Delivery Orders ation Project
= Invoices
¥ Past Customer Credit Notes

) p W |ScanItem.. ] =) View Variants v (¥ ~ (8
¥ Past Custorner Debit Notes @ Vv ! ' — = o ® ‘H =
Stack Code yescripbion F.Desc Oty | UOM Init Price | Disc Armoun Met

Past Customer Refund Stock Code | Descriptio {Desc &y | UO! Uit Price | Disc Amounk ’
T PastInvoices i
s. Past Receive Pavments A

Normal user with the access right to create Sales Invoice, user will see Sales
invoice from the drop down

Edit Task Info Wiew Tools Inquiry Maintenance
= =l g R i @
D Lﬂ - = = ’

New | Transfer  Partial Save Saveand Save and New  Preview Print Reset View View Yariants  Online
v Transfer Close v and New v And New v Settings b Help
$|  Sales Invoices Save i

2 Agents les Invoic
$  Assets And Depreciation Sales Invoices
J Bill Of Material
= Bills Customer | DO Address | Others | Motes | Files | Info | JomPay
#  Cash Purchases ner® () i~ Currency
#  Cash Sales Attention
@ Classes ¥ Term Agent
Creditor Refund Base C.0.D, = Our DO N{
& Currencies n v| Dreaiact
s%5  Customer Categories
¥ Customer Credit Notes I _ .e®
. v 4 W |Scanltem L] i
¥ Customer Debit Notes
Stock Cod Description F.D Qk IO
Customer Refund
& Customers &)
_ _ _ -
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PICTURE D [UNTICK WRITE & DELETE]

If the user access right cannot write and delete,
& Security System Role

Name* Sales Administrative

Change Mew Password Every 1 Da

Sales Department

Description

& Permissions | GaUsers | ) Roles

8] Data Operations | & Other Operations | sijy Dashboard | @) Transactions | ([ Reports | (5} Current Permissions

@ - @ - = BVewvarinss @ @ | T sales MR- AR

Business Object - Navigate Read Create Wirite Delete Preview Print
L 0 0 . 0 0 = 0 -
b Delivery Order Details v v v

Delivery Orders
GLTransaction

Hold Bill Data

User will not see the delete button, and the transaction is deemed cannot edit
anymore

Task Info Wigw Tools Inquiry Maintenance

Recalculate Copy From Copy To Clone... Refresh Cancel Resave
Edit Record Edit

= (& Delivery Orders & Dp02312/001-D X

= -

= (& Delivery Orders

Details | Customer | DO Address | Others | Notes L‘,Files Info | JomPay

Customer* 700-2001 Currency MYR
To ADVANCE TRADING SDM BHD Attention
Delivery Term Agent
Term™ EhD; Project
Location

& ¥ |scanltem ) P @ = [ View Variants &, g - B

ode | Description F.Desc Gy oM Init Pr... | Disc Amount | Nek

b TRAINING TRAINING & SUPPORT SER. |.)‘ 1 UNIT(S) S500.00 S500.00 500.00
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PICTURE E [UNTICK PREVIEW & PRINT]

If the user access right cannot Preview & Print in Delivery Order,

& Security System Role

Name™ Sales Administrative

Change New Password Every
Sales Department

Description

& Permissions | G Users | 3 Roles

8] Data Operations | &G Other Operations | sily Dashboard | [ Transactions | [ Reports | (5] Current Permissions

Delivery Orders
GLTransaction

Hold Bill Data

user will not see these buttons in the transaction

Edit Task Info View Tools Inquiry Maintenance

s - : ! — L I5¢
U & @ < DB 0 O A
New Transfer  Partial Transfer Save and New  Reset View View Variants Online  Previous NextRecord Search Close
v v Transfer v By Barcode Settings v Help Record

Records Creation Save Wiew Records Navigation Close
& Delivery Orders & D02312/001-D X

W& Delivery Orders

Details | Customer | DO Address | Others | Notes [LF\Ias Info | JomPay

Customer*® 700-8001 Currency MVR
To ADYANCE TRADING SDM BHD Attention
Delivery Term Agent
Term®* C.0.D. Project
Location

& W |Scanltem (1 » B =T [ View Variants ~ [LERET: IRy

Stock Cade | Description F.Desc 2ty UM Init Pr... | Disc Amount | Net

b TRAINING TRAINING & SUPPORT SER. \-7_, 1 UNIT(S) 500.00 500.00 500.00

Normal user with the access right to Preview and Print the Delivery Order

Edit Task Info Yiew Tools Inquiry Maintenance
0 o L.i + o & ¥ __IF ;77 el ’ A y
L] =3 “b \‘ m  (mn) - ‘{/ .- | j @ L':% = |\ w O
Mew Transfer  Partial Transfer Save SaveandNew  Preview Print Reset View View Variants Online  Audit Preview Print Py s Next Record Search Close
A4 v Transfer ¥ By Barcode andNew v AndMNew v Settings v Help  Trail v v Re cord
Records Creation Save Wiew Records Navigation Close
Q Security Systen \j Sales - Security \ﬂr"‘ - Delivery Orc ‘.ﬁr Delivery Orders ‘\é D02312/001 -D >

Uonebmen

(& Delivery Orders

Details | Customer DO Address | Others | Notes [_'mles Info | JomPay

Customer* 700-A001 ~| Currency MYR

To ADVANCE TRADING SDN BHD Attention

Delivery Term Agent

Term* C.0.D. ~| Project

Location -

0| X @& ¥ |scanlten | iy =7 B viewVariants* @ @ g - B
Stock Code | Description F.Desc by | UOM Unit Pr... | Disc Amount Met

» TRAINING TRAINING & SUPPORT SER.. ] 1 UNIT(S) S00.00 S00.00 S00.00
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8. Let says we allow this user role to view Supplier & Purchase Modules, the first
step we will going to grant all objects to view mode first. This is because there
are some other objects relate to Purchase & Supplier modules example Stock
Code, Tax Codes, Term, Projects and so on that the user can read them

Firstly, filter All module > Ctrl + A to high all objects > Click Grant.
Then tick “Read”.

Notice that other functions like Navigation, create and so on is unticked

& Security System Role

Name* Purchase Supervisor Administrative

Change New Password Every

hase Module & Reporting

-4
Description - ot al

view Selling prie

& Permissions | g Users | ) Roles

©1.nata Operations | ) Other Operations | wll Dashboard | @) Transactions | [ Reports | (5] Current Permissions
9410 - = View Variants ~ T Al - Es
Isiness Objec - g Delete Preview
T o 0 0 0 0 0 0
»  Suppler Debit Note Detais
Supplier Debit Notes
Supplier Depasit Muki-Payment
Supplier Deposits
Supplier Group
Supplier Items
Supplier Knock OFf
Supplier Purchase History
Supplier Purchase History Inquiry
Supplier Refund
Suppliers
System Data
System Options
Tariff Codes

9. Continue to filter Purchase module > Ctrl + A to high all objects > Click Grant.

If you do not allow this user to delete, just click on delete button

& Security System Role

Name* Purchase Supervisor Administrative

Change New Password Every

- Supplier & Purchase Module & Reporting
A I3

Description N

& Permissions | G Users | ) Roles

Slnat= Operations | i Other Operations | s Dashbaseed |2 Teancactions LT ooports | () Current Permissions
Q-0 - [ View Variants ~ Y Purchase A -2
lace Ohiac = NSt Rea Create Write Delete Preview
Grant - - - - - -

D|

Grank Full Access [

Cash Purchase Muki-Payment
Cash Purchases

Goods Received Note Details
Goods Received Notes

Landing Cost Settings

Mark Purchases Documents Close Status
Outstanding Good Received Note
Outstanding Purchase Order
Qutstanding Purchase Requisition
PRApprover Details

Purchase Debit Note Details
Purchase Debit Notes

Purchase Deposit Link
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10.Continue to set access right in Supplier module,
repeat the same step after filter by Supplier

@ Security System Role

Name* Purchase Supervisor Admiristrative
Change New Password Every 1
- Suppler & Purchase Module & Reporting
- App &

Description ot

& permissions | G Users | 2 Roles
| Data Operations | i Other Operations | sl Dashbo= | o Tesnanctions

Q- -Q - 3 ViewVariants ~ Y Suppler e~ &
Business Objec

S avigate Rea Create Write Delets Preview Print

L ooports | (3 Current Permissions

T e 0 0 = 0 0 0 .
¥ Purchasers
Relief Importation Detail
Supplier Categories
Supplier Credit Note Detail
Supplier Credit Notes
Supplier Debit Note Details
Supplier Debit Notes
Supplier Deposit Multi-Payment
Supplier Deposits
Supplier Group
Supplier Knock OFF
Supplier Refund
Suppliers

11.By using the same method of step no. 9, you can set the access right for viewing
the report.

First, click on “Reports” tab > Filter by Purchase > CTRL + A > Grant the access
right.

Note: The write function in reporting does not means to edit the records, it
means when the user can filter the report or not.

2 Security System Role

Name™* Purchase Supervisor Administrative

Change New Password Every 1 Dal

Description o

& rermissons | @ Users | @ Roes
S| Data Operations | i Other Operations | s Dashboard | ) Transactions i Reports | ) Current Permissions
@ -0 - [ View Variants Y Purchase -2
Business Objec = Vit Write Filker Preview Prin quir Desigr Export
T 0 0 = 0 0 0 - 0
Goods Received Note
Goods Received Note Listing
Goods Received Note Register
Monthly Purchase Ttem
Outstanding Goods Received Note
Outstanding Purchase Order

Outstanding Purchase Requisition
Purchase Book.

Purchase Debit Note

Purchase Debit Note Listing
Purchase Debit Note Register
Purchase Invoice

Purchase Invoice Listing

Purchase Invoice Register

12. Then continue to filter Supplier Reports and tick all.
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13.So, for now you have set the access right as mentioned. If you still have other
control, continue to set it. Else, you can click save. If the system prompts below
message, click No.

: / Alert

User Roles Module
Do you want to get override by View Unit Cost and View Selling Price?

*Remark

If press [Yes] then UnitCost/Price content will be override Data Operation
according to the setting.

If press [No] then customized security role will be saved based on customer
customized accordingly.

Yes Mo

Refer other KB if you wish to know more about the access right for “Others
g Operation”, “Dashboard”, and “Transactions”

2 Security System Role

Name™* Purchase Supervisor Administrative

Change New Password Every 1 paj

Description

B Permissions | @ Users | 3 Roles
§| Data Operations & Other Operations | sl Dashboard | ) Transactions (i Reports | (3] Current Permissions

@ -0 - [ View Variants ~ Q@ g~ B
Operation

eb Application
indows Application

Batch Number

Allow Mark Documents as BouncedRevert Cheque

Allow Mark Documents as Cancelled

Allow Mark Documents
Allow Mark Documents as PD Cheque
Allow Mark Documents as Received

Allow Sele ock (In) Batch Number

Allow To E 's Header

Customize Layout

Database Backup

14.For now, we have created the user roles successfully. For next, we need to
create the user and link the user role on it. Kindly refer this KB

https://support.gne.com.my/support/solutions/articles/81000412629-how-to-
create-user-
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