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— How to change password after [X] days:?

Scenario:

It's recommended to change passwords after certain of days (example every 90
days) in password policy control. It enhances security and prevents unauthorized
access to sensitive information.

Passwords can be compromised through various means such as phishing attacks,
brute-force attacks, or malware, and changing passwords regularly helps to reduce
the window of opportunity for attackers to gain access to an account.

Thus, QNE Software provides the setting to change password after certain number
of days.
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Solution:

1. Maintenance > User Roles > Select the user role to be updated, ticked ‘Change
New Password Every [ ] Days’. You can set it as 90 days
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2. Define the user in User roles. Let says the setting is from today 27/3/2023,

system will store the record as below.

Password Change Date

27/3/2023

Password Expired Date

25/6/2023
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11/6/2023

| ¢ = =
5 P (5] | R
= T
User Roles | Users My Detads  Projects CostCentres Financial Valid Posting Default Inter
Period Periods Account:
Maintenance

Navigation 7 % '3 Security Systen J ADMIN DEPARTI

Detaut $& Security System Role

o [im

rface Currences Terms Areas System Running User Default Posting
s Options s Form Format Account Groups

& ipran Name ADMIN DEPARTMENT Administr
S
Change New Passw dEs 90| Day:
@ Security System Role Description
[# User Default Form Formats
renaas] D] G
@ X rF B View\ariants~ @ ®» 8 -

1zl Favorites
=l Dashboard

& General Ledger

2

QNE Knowledge Base Empowers Your Business




3. The user will receive a notification 14 days before the password expired. Users
can click on the message to change their password if they want instead of
waiting until the expiration day
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User: LIM [Server: PC360\5QL2012(11.00.2100)] [Database: ABC_COMPANY(2023.0.0.0)] [Country:MY] [Language: en-MY] [Company: ABC SDN BHD]

4. If the user does not change the password until 26/6/2023 (90 days), system will
prompt the change password as below.
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User: LIM [Server: PC360\SQL2012(11.00.2100)] [Database: ABC_COMPANY(2023.0.0.0)] [Country: MY] [Language: enMY] [Company: ABC SDN BHD] Current Working Date: | 25/06/2023 - | QLS: Connected
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