_\3 How to check Cloud database
— ¥  connection

Scenario:

When login Cloud database prompt message and unable login system

@ QNE Business Solutions

You have lost connection with QLS.
Please chack your Network Connaction and rastart Application.

Account Date: LARIZAZE RG] M Save Account Date

Solution
Method 1: Check have port being blocked
1) Search Powershell and open

All Apps Documents Web More ¥

Best match

>_ Windows PowerShell
App

i Windows PowerShell
& Windows PowerShell ISE App
£ Windows PowerShell ISE (x86)

% Windows PowerShell (x86) i Open
Settings -O Run as administrator

i PowerShell Developer Settings I3 Open file location

I Allow local PowerShell scripts to run bR R

without signing ~ Pin to taskbar

Replace Command Prompt with
Windows PowerShell in the Win + X

Search the web
L powershell - See web resuits

L powershell 7

£ powershell
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2) Type or copy below script and press enter
test-netconnection d3.qne.cloud -port 1433

test-netconnection qls.qne.cloud -port 10010

EX Windows PowerShell

Windows Po ell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new c =-platform PowerShell https: ka.ms/pscoreb

P5 C:\Users\ » test-netconnection d3.gne.cloud

ComputerNa

Sourc
TecpTes

PSS C:\Usersy > test-netconnection gls.gne.cloud

ComputerNa - .qne.cloud
.153.14

Sourc
TecpTes:

3) If result not showing True, set remote port exception in Firewall for both 1433
and 10010. Search Firewall and open

All  Apps Documents  Web More ¥

Best match
=% Windows Defender Firewall
Control panel
Windows Defender Firewall
Firewall & network protection Control panel

Check firewall status

Allow an app through Windows
Firewall

Windows Security

Find and fix problems with Windows
Firewall

Search the web

£ firewall - See web results

L firewall settings

L firewall security

L firewall network protection

Apps (1)
L firewall
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4) After open, click Advanced settings > Outbound Rules > right click > New Rule...
ﬂ Windows Defender Firewall

1 ﬁ » Control Panel » All Control Panel ltems » Windows Defender Firewall v V] Search Control Panel

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software frem gaining access to your PC

Allow an app or feature through the Internet or a netwark,
threugh Windows Defender
Firewall .
l g Private networks Not connected
E;' Change notification settings
&' Tum Windows Defender . 0 Guest or public networks Connected

Firewall on or off

) Restore defaults Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Troubleshoot my network ) . . .
Inceming connections: Block all connections to apps that are not on the list

of allowed apps

Qutgoing connections: Block connections that are not allowed by a Windows
Defender Firewall rule

Active public networks: = Network &
Motification state: Motify me when Windows Defender Firewall blocks a
new app
@ Windows Defender Firewall with Advanced Security - [m] x

File Action View Help
= nE = H

@ Windows Defender Firewall wit] et Actions
— Outbound Rle ' Group : Profile ™ || Outbound Rules ~
Connection sect New Rule... cktopApplinstaller_1.17.11... @{Microsoft.DesktopApplns.. All WY MNewRule..
L N i indows.Photos_2022.3006... @{Microsoft Windows.Phot...  All "
% Monitoring Filter by Profile 3 | . ) ¥ Filter by Profile »
indowsCamera_2021.105.... @{Microsoft WindowsCame... All
Filter by State > ndowscommunicationsa.. @{microsoftwindowscom...  All W Filter by State >
Filter by Group > oxldentityProvider_12.50.... @{Microsoft.Xbox|dentityPr... All N Filter by Group »
View 1,-80204 @FirewallAPLdIl -80200 Al View N
{78E1CD8E-49E3-476E-B926-... All 3 Refresh
Refresh (78E1CDB2-40E3-476E-BO26-... All (& Refres
Eraiilist: {78E1CD88-49E3-476E-BI26-...  All = Export List...
{7T8E1CD88-49E3-476E-B926-... All E Help
[l 3D Viewer All

5) Select Port > Next
@

Rule Type

Select the type of firewall rule to create.

Steps:

@ Fule Type What type of rule would you like to create ?

@ Protocol and Ports

@ Action () Program

o Profile Rule that controls connections for a program.
@ Name @® Port

Rule that controls connections fora TCP or UDP port.
() Predefined:
@Firewall API.dll.-80200
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back Next = Cancel
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6) Add Port TCP, Port number: 1433 > Next

ﬁ New Qutbound Rule Wizard X

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
# Protocol and Ports

@ Action ) UDP

@ Profile

@ Name

Does this rule apply to all remote ports or specific remote ports?

() All remote ports

@ Specific remote porls:I |‘|433]

Example: 80, 443, 5000-5010

< Back Next > Cancel

7) Select Allow the connection > Next
ﬁ Mew Cutbound Rule Wizard X

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Ruls Type What action should be taken when a connection matches the specified condtions?

~

Protocol and Ports
@ Allow the connection

@ Action This includes connections that are protected with |Psec as well as those are not.
& Profile

" () Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

() Block the connection

< Back Cancel
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8) Click Next

@& New Outbound Rule Wizard *

Profile

Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
& Action Domain
@ Frofile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

< Back Next > Cancel

9) Name this port as ‘QNE Port 1433 (TCP)’ and click Finish

& New Outbound Rule Wizard =
Name

Specify the name and description of this rule.

Steps:
& Fule Type

@ Protocol and Ports

@ Action
@ Profie Name:

QNE Port 1433 (TCP)
@ Name

Description {optional):

< Back Cancel

10) Repeat these steps to add port 10010
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11) Two new ports added as showed below

@ Windows Defender Firewall with Advanced Security - O *
File Action View Help
e | xnmE = HE

@ Windows Defender Firewall wit] Jalf e 01 Actions
&3 Inbound Rules

N G Profil # || Outbound Rules -
&Y Outbound Rules i roup romie
#a Connection Security Rules £ QNE Port 10010 (TCP) All Y MewRule..
B Monitoring £ QNE Port 1433 (TCP) Al S Filter by Profile »

Method 2: Check connection by using Command Prompt
1) Search CMD and open

All  Apps Documents  Web More ¥

Best match

; Command Prompt
App

Search the web
Command Prompt

L cmd - See web results App
£ cmd prompt

£ cmd administrator command ' Open

cmd ipconfig J Run as administrator

Open file location
cmd commands P

Pin to Start
cmder
Pin to taskbar

cmdb
L cmd368
AL cmd.exe. run as administrator
Settings

& Replace Command Prompt with
Windows PowerShell in the Win + X

O a2mO® 9 OB g ™

2) Type ping 8.8.8.8 and press enter

BN Administrater: Command Prompt
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3) Result will show like below

EN Administrator Command Prompt

rosoft Windows [Version 16.8.198645.2965]
Microsoft Corporation. All rights reser

Windows?

fro : by time=7ms TTL=113
fro . ' time=15ms TTL=
fro . time=6ms TTL=1

from 8.8.8.8: ? time=8ms TTL=113

2 eceived = 4,
Approximate round trip times in milli-
Minimum = &ms, Maximum = 15ms, Av

[indowsisystem

If show other message example Request timed out. or Destination is unreachable
mean there is a problem with your connection
Command Prompt = O X

Microsoft Windows [Version 10.0.18362.900]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\gabri>ping 8.8.8.8 -t

Pinging 8.8.8.8 w 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=24ms TTL=117
: bytes=32 time=60ms TTL=117
: bytes=32 time=18ms TTL=117
: bytes=32 time=48ms TTL=117

Reply from 8.8.8.8: bytes=32 time=16ms TTL=117
Reply from 8.8.8.8: bytes=32 time=18ms TTL=117
Reply from 8.8.8.8: bytes=32 time=16ms TTL=117
Reply from : bytes=32 time=16ms TTL=117
Regs—emds 9 bytes=32 time=28ms TTL=117

bytes=32 time=16ms TTL=117

: bytes=32 time=27ms TTL=117

: bytes=32 time=l16ms TTL=117

3 .8.8.8: bytes=32 time=16ms TTL=117
Reply from 8.8.8.8: bytes=32 time=17ms TTL=117
Reply from 8.8.8.8: bytes=32 time=19ms TTL=117

Ping statistics for 8.8.8.8:

Packets: Sent = 17, Received = 15, Lost = 2 (11% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 60ms, Average = 23ms

£€
C:\Users\gabri>_

Have check with both Method and result show True and 0% loss but still unable
login system
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Method 3: Change QLS Server to gls.gne.cloud ,port 10010

1) At login screen > click Home button

SOFTWARE

QNE Business Solutions

Version: GAFv2.0
(Build: 2023.0.0.0)

Usemame
# INTELLIDX
== [d3.gne.cloud:
@ Cloud Server

Password

Account Date: LANZAVZINEAG M Save Account Date @ ‘

2) Click Modify

Select a Database to Open

®

Company Name 4 Database 4 Database Server Database Vers il
rea
EKAR MHM BUILDCOM SDM BHD EMHNESE PC106YQMEESS 2023.0,0.0 =
FPS ENP SDMN BHD EMNP PC106YQMEESS 2023.0.000 @
HALO TECHMOLOGIES SDM. BHD. HALOTECHNOLOGIES PC106YQMEBSS 2023.0.0.0 f
Appen
HT CONSULTING {ASIA) SDM. BHD. HTConsulting PC106YQMEBSS 2023.0.0.0 =
HUAFEMGMETELTECHMSDMEHD HUAFEMGMETELTECHMSDMEHD P IUSQNEBSS 2023.0,0.0 @
e Y
»| INTELLIDX ] d3.gne.doud 2023.0.0.0
Modify
Backup
Restore
Remave
Open
w ®
4 » Close
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3) Select Use my own server > QLS Server: gls.gne.cloud , Port Number: 1010 >

Save
Company Settings e

Company Mame | INTELLIDX
~ Database Connection

Server Mame d3.gne.doud
Authentication
#) 50l Authentication

System Authentication Windows Authentication

User ID I Password

Database | ]
Connection String | Data Source=d3.gne. doud;Initial Catalog=INTELLIDX;Integrated Security =False;User ID...

~ | | Test Connection

QL5 Connection A Download Copy Link

Use default doud server

) |Jze my own Server
Port Mumber 10010

LS Server gls.gne. doud
L
= Save @ Cancel

4) Will see changed at login screen and can try login system now

QNE Business Solutions

Version: GAFv2.0
(Buid: 2023.0.0.0)

Usemame

#f INTELLIDX
Password

== [d3.gne.cloud:
® [als.gne.cloud:10010]

Account Date: ZANZAVAINERG M Save Account Date
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